Let us return to our examination of ciphers, and make things more
mathematical.

We started with the letters A to Z, and wrote down various rules to
encode them. Alternatively we can identify A=1,B=2,...,Z =26
and work with numbers instead. As we are only interested in these 26
numbers, we may as well work in Zyg (and so Z = 26 = 0).

Recall that the Caesar cipher shifted each letter by a constant number
of places t. This corresponds to the function f : Zog — Zog taking x to
X + t. The inverse function takes x to x — ¢, and this corresponds to
decryption.
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Example 2.21: Let n = 20, 000.
Now 26% = 18,278 < nbut 26* > n. So t = 3 and we can encode a
triple of letters via

(@0, a1, @) — ap + 26a; + 262ap.

To encode cabbage in Z, add Zs to the end of the message to make a
multiple of 3.

cab — 3+426x1+262x2=1381
bag —— 2426x1+262x7=4760
ezz > 54+26x0+262x0=5.

Now to transmit the message Alice sends the elements of Z, encoded
via f. In this case she sends f(1381), f(4760), f(5).
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In this procedure we split our message into sections of length t and
encoded each of these as a single unit. Such a cipher is called a block
cipher with blocks of length t.

Our cipher thus boils down to the choice of function f. To be able to
decode this we need to know the inverse function f~! exists, and how
to calculate it.

We have already seen that for the Caesar cipher the function was
f(x)=x+a mod n.
This always has an inverse,

f'(x)=x—a mod n.
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Example 2.22: (i) Consider f : Zyg — Zgg given by
X+—7x+5 mod 26.

This function has an inverse as (26,7) = 1. Indeed the inverse can be
calculated using the extended Euclidean algorithm and Bezout’s
identity. We have 7-' = 15, so

f~1(x) = 15(x - 5).

(i) Consider g : Zog — Zog given by
X +—4x+3 mod 26.

This does not have an inverse as (4,26) = 2 # 1. Indeed, g(0) =3
and g(13) =4 x 13+ 3 mod 26 = 3, so clearly g does not have an
inverse.
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In general we will want to consider more than one letter at a time.
Suppose we have a function f : Z, — Z, which has an inverse 1.
How can we use this to encode a message? If n < 26 then there are
not enough numbers, so we assume that n > 26.

Let t be the largest integer such that 26! < n. We can now encode a
sequence of elements ag, ai, . .., a € Zg uniquely as an element of

Zn as follows:
t—1

(a0, - a) — »_ a(26)"

=0
(This is like writing a number in base 10 using the digits 0,1,...,9.)
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Bob receives the message and decodes it using f~'. This gives him
the numbers from the original plaintext, but he still needs to convert
them into letters. However this is straightforward.

Example 2.21: (Continued.)
To convert 1381 back into ag, a1, a» Bob calculates

1381 mod 26 =3 = ag

1381 -3

%6 mod 26 =53 mod 26 =1 = a4

% mod 26 =2 mod 26 =2 = a,.

and so 1381 corresponds to 3, 1,2, ie cab.
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More generally we have affine ciphers of the form
f(x)=ax+b modn

for some a, b € Z,. When does such a function have an inverse?
The inverse (when it exists) is given by
' (x)=a'(x—b) modn
for which we require that a—' exists. By Theorem 2.18 this exists if and
only if (a,n) = 1.

Thus we have an affine cipher f(x) = ax +b mod nif and only if
(a,n)=1.

Anton Cox (City University) MA2609 Weeks 5-6 Spring 2010 6/32

3. Euler’s ¢ function and the Chinese Remainder Theorem
We saw in the last chapter that a has an inverse modulo n if and only if
(a,n) = 1. It will be useful to know more about such numbers.

Definition 3.1: Let ¢(n) denote the number of elements x € Z, such
that (x, n) = 1. This is called the Euler ¢ function.

Example 3.2: (i) If p is prime then (x,p) =1forall 1 < x < pso
d(p)=p—1.
(ii) If n =8 then

(1,8)=(3,8)=(5,8)=(7,8) =1

but (2,8) = (6,8) = 2 and (4,8) = 4. So $(8) = 4.
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In order to understand this function better it will be useful to introduce

Definition 3.3: A reduced residue system modulo nis a set
ay, a, ..., dyn) of integers such that

(i) If i # j then a; # a; mod n

(i) We have (a;,n) = 1 for all i.

Clearly p divides x and n if and only if p divides x + tnand nfor t € Z.
Thus if (a,n) = 1 then a= & mod n for some /, as each a; is
equivalent to some element of Z,, and this gives every element of Z,
coprime to n.

sping20t0 9132
Lemma 3.5: If {ay,...,a,(n)} is a reduced reside system modulo n

and (m,n) = 1 then
is a reduced residue system modulo n.
Proof: As (m, n) = 1 there exists u € Z such that
mu=1 modn (1)

by Theorem 2.18, and as (a;, n) = 1 there exist v; € Z such that

aivi=1 mod n. (2)

Example 3.6: We saw in Example 3.4 that {1,3,5,7} is a reduced
residue system modulo 8. Let m = 7 and note that (7,8) = 1. Now

{7x1,7%3,7%x5,7x7}={7,21,35,49}

and
7=7 21=5 35=3 49=1 mod38

so {7,21,35,49} is a reduced residue system modulo 8.

One reason for the important of the Euler ¢ function is
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Corollary 3.8: (Fermat’s Little Theorem)
If p is prime then for all a with (a, p) = 1 we have

a'=1 modp
and for all a € Z we have
a’=a mod p.

Proof: If (a, p) = 1 this follows from Euler’s Theorem and the fact that
o(p)=p—1.If(a,p)=pthena®=0anda=0 mod p. O
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Example 3.4: We know from Example 3.2 that ¢(8) = 4. A reduced
residue system modulo 8 is

{1,3,5,7}.
Another such system is
{17,-5,5,15}
as
17 =1 -5=3 5=5 15=7 mod 8.
Now

ma;uv; = mua;v; = a;v; modn=1 modn

by (1) and (2) and so ma; is invertible modulo n. Hence by Theorem
2.18 we have (ma;,n) = 1.

Next suppose that ma; = ma; mod n. Then
uma; = uma; mod n

and so by (1) we have a; = a; mod n, which by assumption implies
that i = j.

Thus we have shown that {may, ..., ma¢(m)} is a reduced residue
system modulo n. O

Theorem 3.7: (Euler)
Suppose that a,n € N with (a,n) = 1. Then

a*M =1 mod n.

Proof: Let A= {ay, &, ..., 84} be areduced residue set modulo n.
By Lemma 3.5, B = {aay, aay, . . ., ad,(n) | is also a reduced residue
set modulo n. Therefore each element in B is equivalent to exactly one
element in A modulo n. This implies that

(aay)...(aag4) modn

aias... aq‘,(,-,)
a*May ... ay, modn.

Multiplying both sides by a;'a," .. ‘ad:(1n) (which exists by Theorem

2.18) we get
1=2%" modn

as required. O
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Suppose that we wish to solve the simultaneous congruences

x = 1 mod?7
X = 2 mod 23
x = 8 mod 11.

Is there a solution? And if there is then is it unique? The Chinese
Remainder Theorem will answer both these questions — and in
proving it we will see how to construct such an x.

We will need a few preliminary results. We write HL x; for x1xz ... Xp.
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Lemma 3.9: Suppose that m, ny, ..., n; € N are such that (m, n;) =1
for1 <i <t Then

(m,ny...ng) =1. Expanding the RHS, and collecting together all of the terms involving
. - X o i m, we see that

Proof: Asf (m, n,-)'= 1, Be?m:]ts identity (2.7) implies that there exist 1 = Un+ (Hf:1 vy ...ny
uj, v; € Zfor 1 < < tsuch that = Unm+Vny...m

1 =um+vn;. for some U, V € Z, and hence by Corollary 2.8 we have
By multiplying the RHS of all the equations together we have (m,ny...n;) =1.

t ]
1= [J(wm+ viny).
i=1

Lemma 3.10: If a,b € Nwith (a,b) =1andn=0 mod aand n=0
mod b then

n=0 mod ab. Theorem 3.11:(Chinese Remainder Theorem)

. Suppose that m ..., m; € N with (m;, m;) = 1 for i # j. Then the
Proof: By assumption we have n = nya = npb for some ny, n, € Z. By equations
Bezout’s identity (2.7) there exist u, v € Z with X = a mod my
1=ua+ vb. X = a modm
Therefore X = a mod m;
n = nua+ nvb ) .

= npbua+ njavb have a unique solution modulo my ... m;.

= (mpu+ mv)ab
and so ab is a factor of n as required. 0

Proof: We first show how to construct a solution. Let M = []._, m; and

M; = M/m;for 1 << t. By Lemma 3.9 we have First note that

(mi, My) = 1 ajyiM; = a; mod mj;

. by (3). If i # j then m; divides M; and so
for 1 <i < t, and hence by Theorem 2.18 we can use the extended

Euclidean algorithm to calculate y; € Z such that ayiM;=0 mod m;.
yiMi=1 mod m;. (3) Thus
X = aiyiM; + ajyiMj = a; mod m;.
We claim that , i ; e ' '
X = Z ajyiM; mod M This holds for 1 < i < t, and so x is a solution of the given equations.
i=1
satisfies the given equations.
Now suppose that y is another solution of the same equations. Then Example 3.12: Solve
x=y mod m; x = 1 mod7
X = 2 mod 23
for1 < i< t, and hence X = 8 mod 11.
x—y=0 mod m;. First note that (7,23) = (11,23) = (7,11) = 1 and so we may apply
the Chinese Remainder Theorem. Let m; =7, m, = 23, m3 = 11, and
By repeated applications of Lemmas 3.9 and 3.10 we see that aj=1,a=2a=8.
x—y=0 modM M=7x23x11=1771.
which implies that x = y mod M as required. O Also My =11 x23 =253, Mo =7 x 11 =77 and Mz = 7 x 23 = 161.

Anton Cox (City University) MA2609 Weeks 5-6 Spring 2010 23/32 Anton Cox (City University) MA2609 Weeks 5-6 Spring 2010 24/32



We need to solve
yiM;=1 mod m;

for 1 < i < 3. When i =1 we have

253y1=1 mod7 or y;=1 mod7
so y; = 1. When / = 2 we have

77y =1 mod23 or 8y;=1 mod23
so0 y» = 3. When i = 3 we have

161y3=1 mod 11 or 7y;=1 mod 11

so y3 = 8. (I solved these equations by inspection, but can also find
solutions using the extended Euclidean Algorithm.)
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We can now show how to calculate the Euler ¢ function in general.
Definition 3.13: A function f : N\{0} — N\{0} is multiplicative if

f(rs) = f(r)f(s)
whenever (r,s) = 1.
Lemma 3.14: If (r, s) = 1 then (rs,m) = 1 if and only if
(r,m modr)=(s,m mods)=1.
Proof: Let

my=m mod r ie.m=m+ar
mo=m mods i.e.m=my+ as

for some ay, ap € Z.
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Now suppose that (r, my) = (s, m2) = 1. Bezout’s identity implies that
there exist w, x € Z such that

wr+xmy =1.
From (4) we deduce that
wr +x(m—ayr) =1

or
(w —xay)r+xm=1

and so Corollary 2.8 implies that (r, m) = 1. Similarly we see that

(s, m) = 1. By Lemma 3.9 this implies that (rs,m) = 1. O
swingz0t0 20152

By Lemma 3.14, (m,n) = 1 ifand only if (m mod r,r) =1 and (m
mod s, s) = 1. Now
(m modr,r)=1

has ¢(r) solutions and
(m mod s,s) =1

has ¢(s) solutions. Thus the equation (m, n) = 1 has ¢(r)¢(s)
solutions, as required. O

Anton Cox (City University) MA2609 Weeks 5-6 Spring 2010 31/32

Set
x = ay1M +axyo M, +azysMs mod M
= 1x1x258 4+2x3x77 +8x8x161 mod 1771
= 253 +462 +10,304 mod 1771
= 11,019 mod 1771
= 393.

It is easy to check that this is a solution of the given equations.
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First suppose that (rs, m) = 1. By Bezout’s identity, there exist u,v € Z
such that
urs+vm=1.

From (4) we see that
urs+ v(my + agr) =1

or
(us+ vay)r+vmy =1

and so Corollary 2.8 implies that (r, my) = 1. A similar calculation
shows that (s, mp) = 1.
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Theorem 3.15: The Euler ¢ function is multiplicative.

Proof: Let n = rs with (r,s) = 1. We must show that ¢(rs) = ¢(r)é(s).
Suppose that 0 < m < n. By the Chinese Remainder Theorem the
congruences

X =m modr

X =m mods

have a unique solution with 0 < x < rs, which is obviously m itself.

Thus each 0 < m < n corresponds to a unique pair of numbers: m
mod rand m mod s.
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Corollary 3.16: (i) If n = pi' ... pi* where the p; are distinct primes
then

¢(n) = o(p{") - o(p)-
(ii) If pis prime then

o(p%) = p* —p*".

Proof: (i) follows from Theorem 3.15.
For (i), note that (m, p?) > 1 only when p divides m. There are exactly
p?~ ! multiples of p which are at most p?, and so (m, p?) = 1 for

p? — p?~1 choices of m as required. O



