
Codes Project — 2006/07

Introduction

This project is based around the cipher challenge set in “The Code Book” by Simon
Singh (4th Estate). You should obtain a copy and read it as a starting point for your project.

You will be required to write an account of breaking of several ciphers. This account
should include a description of the ciphers, an explanation of the breaking of the codes,
with an emphasis on the mathematical aspects (such as statistics and logic), and show the
steps required to break these ciphers. There is software available that can break some of
these ciphers with little or no input from the user, hence it is not just the broken ciphers that
is required for a successful project, but a description of how it is done using the following
ciphers as examples.

As a starting point I have produced some ciphers for you to have a go at. These are
not the final ciphers that you will be set for your projects. The final ciphers will be different
for each student and may differ of a different type from the ones included here. I would
encourage you to have a go at these now and to collaborate with each other when you get
stuck.

To help you, these ciphers are available on my web pages, along with frequency tables
for English, both with spaces and with spaces removed. Also supplied are some Fortran77
programmes that may be helpful. These have a README file that gives some guidance for
compiling and running these on some computers at City University. It is possible to break
these ciphers without the use of these programmes. They are provided as an optional aid.

If you all get stuck then you can email me for hints. If you do so, then let me know how
far you have got with the given cipher so I can give focussed help.

Cipher 1

CQRB RB J LNJBJA LRYQNA. CQN WNGC XWN RB J VXWXJUYQJKNCRL
BDKBCRCDCRXW FQRLQ QJB QRWCB OXA CQN XCQNA LRYQNAB.

Cipher 2

FVC TDAADJWEI WX R XWKWARO NWZVCO FD FVWX QGF JWFV XZRNCX NADXCB
GZ. XDKCFWKCX FVC XZRNCX ROC OCZARNCB QP XDKC ACFFCO, TDO CHRKZAC H,
QCTDOC CENWZVCOWEI. FVWX KRMCX AWTC SGWFC R QWF VROBCO. FVC TDGOFV FRXM
WEUDAUCX FVC UWICECOC NWZVCO. BD EDF TDOICF FD ADDM TDO OCZCRFCB FVOCC
DO TDGO ACFFCO IODGZX REB NDGEF FD TWEB ZDXXWQAC ACEIFVX DT FVC MCP. FVC
TWTFV FRXM WX R KDEDRAZVRQCFWN NWZVCO JWFV VDKDZVDECX, XDKC NDKKDE ACFFCOX
JWAA QC CENWZVCOCB QP KDOC FVRE DEC ACFFCO DO XPKQDA. FVC ARXF DT FVCXC
FRXMX WEUDAUCX FVC ZARPTRWO NWZVCO. TDO FVWX ARXF FRXM, REB ZDXXWQAP FVC
ZOCUWDGX DEC R FRQAC DT TOCSGCENWCX DT ACFFCO ZRWOX JWFV REB JWFVDGF IRZX
WX UCOP GXCTGA. DEC DT FVCXC WX RFFRNVCB FD FVWX KCXXRIC. VRZZP NVOWXFKRX.
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Cipher 3

KHCCIODCFBCQLALJDJLXAHBPODKLOBTHDPFDDHRLCFKLOBTZFBLCFKLSEOBTSEDQLENLDXQL
TDQLBHPPLRCHBOBTQOTJROELRCOBTDQLBLYLRESFTEIOCFNNDFSLTHILBDGJDFKERFFKIHDQ
OJHLXLFNXOBTZLOBTJGDHDFBDQLDOSZLDQLBHCLDTFIBHBOXQOHRSEDQLIHBTFIOBTDRHLTD
FDQHBAFNCFKLDQHBPXQLLRNGZSGDHDIORBDBFGCLHNLZDCFZFBLCFKLHKFCDIHCQLTHIOCTL
OTDQLCDORCILRLCQHBHBPOBTDQLZLOYLCRGCDZLTHBDQLIFFTCLYLRCFKFGRBNGZOBTHQLOR
TOBFIZOIOEFNNIQFIQFFHBPOSFGDCFKLSFTEDQODIOCTLOTOBTOIQHJJFIHZZOBTOTFPXREH
BPOSFGDCFKLSFTEDQOIHBTIOCDREHBPDFIQHCJLRCFKLDQHBPDFKLOBTHXFGZTBDKOALFGDI
QODHDIOCOBTCFHDKOTLDQLXFZTCQHYLRCRGBFYLRKLDQLBOIOEFGDHBDQLIFFTCHQLORTDQO
DAHBTFNOCFGBTDQODOPQFCDKOALCIQLBHDIOBDCDFDLZZOSFGDCFKLDQHBPDQODCFBHDCKHB
TOBTXOBDKOALHDCLZNGBTLRCDFFTOBTCFXOBDRLCDLOCEHBHDCPROYLOBTQOCDFPFOSFGDDQ
ODIOELYLREBHPQDPRHLYHBPHPFDCFTFIBQLORDLTOBTCXORLTHTHTIHCQHQOTCFKLXFKJOBE
JRLDDECFFBOCJHTLRILBDXROIZHBPGJKECQFGZTLROBTHNZHJJLTHDFNNOBTHDZHDHBDQLXO
BTZLOBTSLNFRLHXFGZTSGTPLHDIOCOZZCQRHYLZLTGJHTHTBDBLLTOBESFTEDFDLZZKLDQOD
DQODIOCOBOINGZSOTCHPBOBTIFGZTNLDXQKLCFKLSOTZGXACFHIOCCXORLTOBTKFCDCQFFAD
QLXZFDQLCFNNFNKLHPFDGJOBTDGRBLTORFGBTHBKEDROXACDQRLLDHKLCOBTXRFCCLTKESRL
OCDLYLREDHKLOBTDQLBHDHLTGJOZHDDZLZFXAFNKEQOHRIHDQODQRLOTDFALLJIHDXQLCOIO
ESGDHQOTBDBFXFBNHTLBXLEFGTFDQODIQLBEFGYLZFCDOQFRCLCQFLDQODEFGYLNFGBTHBCD
LOTFNBOHZHBPHDGJFYLRDQLTFFRSGDHQOTBDLYLRQLORTOBESFTECOEHDIOCOBEIOEDFALLJ
FNNSOTZGXAIQLBEFGTAHZZLTOCJHTLRHCLDTFIBOPOHBOCQOAHBPOZZFYLROBTPFDFGDKEJH
JLNFROCKFALNFRDQLQFGCLIOCOZZOCCDHZZOCTLODQBFIOBTCFDQLIHTFIIFGZTBDABFIILZ
ZONDLROZFBPDHKLHQLORTDQLXZFXAOIOEFNNHBDQLDFIBPFSFFKSFFKSFFKDILZYLZHXACOB
TOZZCDHZZOPOHBCDHZZLRDQOBLYLRJRLDDECFFBHQLORTODIHPCBOJTFIBHBDQLTORAOKFBP
CDDQLDRLLCCFKLDQHBPIOCOCDHRRHBPHCLDCDHZZOBTZHCDLBLTTHRLXDZEHXFGZTWGCDSOR
LZEQLOROKLEFIKLEFITFIBDQLRLDQODIOCPFFTCOECHKLEFIKLEFIOCCFNDOCHFGDDQLZHPQ
DOBTCXROKSZLTFGDFNDQLIHBTFIFBDFDQLCQLTDQLBHCZHJJLTTFIBDFDQLPRFGBTOBTXROI
ZLTHBOKFBPDQLDRLLCOBTCGRLLBFGPQDQLRLIOCDFKCOIELRIOHDHBPNFRKL
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Cipher 4
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Cipher 5

HTVGWJIGHGZYMKUHPNGUWFPQLLRAXJXELAAXWHTDBVPSVFLBEQIRZWZQEAWZ
PMMFOUINWSACXZMQIJLHPGIJADRQUWVLMDMGXUXJTJXGNWLRXNTEMFOZMGAZ
XJFSVNIELTDFOOMQXUHETKSTMGLREAKVHAVFLNFTTIWOPLGUASSFRUMEIYHF
VVHLWKMFWWRVEKMGTNKLCVVLPHCJXJTRKDWRQLLMXKIGNUSBFKXEEDWZIEBF
VGMDMRJONAAUMFOXTNRSGUAZMUIVMZPUWGTLXGEWQLWAVHWFMGQVXZIWSAXU
DLPVAFEEVWAPLWTSJNGUNZRYQWQHLLWRZWZXRGAWGVAZMQMGPSHRCGCQKUHM
HVTDIBMAZSIYMVMDRQLWTBAABKSGAWGYSMAHWNGVWRZWNRVTHLIVRLPHANRG
JKEYILRVMOPJSDLHRBNYWESOIQHQKWPICWVRYTAXDIRGJRHLEAKVHAVLXONL
HTVGWJIGAWDKLWZUSBFKQVMFODPYEWIFYLIVSSYARVWLPHCNKVLRWKWGEEDL
WRXWDHRFVJDFKWEKSXGWLZXKMYIERKIFRWEDWSTACKSYZRTRPAIYLAAKEAWK
IYIXWJEAWXGFWLARLHGYPSSMBWLRUDPTOGTGKNMWLRCGNWLRAGJJILPDXVMK
TVQWLDWVYLWVKWVLYFHXIYIOMDXUXJHRXAVPSHKFULPEMGMGTLXFRGVWLRMZ
GVWZWOHAHOXKMKIIEPMLWRXLPHVRPSHESLPLRTTLPCPHIUXVVMARVSJRYGMZ
TBRGKNIEHFIYIVWRVRQUTGXLPDXVMOPJZWZBPNKYTZXAADPFHSURGLBKEGLU
GFSYMKEQLWTEMLVLKUMSCUQGZQMAZVJIMFOKMFPZDCIJMVMQXFRVMFBKEGID
PTISTVSGASIJGJWRKRASSRWDQWXYXGUNLSBLWPTDAVHXIQGLTTDLXZQPEFTF
NDEFQQXUXUXKCGNOSAWGCVZWVLRPEMSZRYEKMPAAHRFGTGABKVIYIUWUTBKS
IZSFIOHRKETEEFLOMIXJNCILQWEYLGQVFGZQIVGEXEHLPDXFVJDFKWPDHAHL
QVWLWZIQHFTKLGCJLGHFBRVDMBWVGUTYMKTDWGFWCKMGVRJUBKHVZWVBINKK
SVEVXDVGGWGKLSBDJGXJCFSFIQHGAWCCILIQCZTFTOTDILRGHETZJZMFEAAG
LZXZISTRGWSKLSBVGEHGVVLSDLRTAAHBIQQQXUXDDTOGNWLRWGDIWSELRGAW
ZESUSHVJBLWFYLQWWHGVTIKGQQKNGQXEXWZPIQBSIVTJWFIFLGUTLSVJIAHL
PBRGKNIEUMIDEJTHCFYSRVQSZOILLXPTIABZEFGGIZRAUSIAXLGRFDMVLNWG
LRWLPHSGAWGFFBMFXFBFIYIQIUHJXJTSYLPDHNWAHDEDTLKUMSQFYLQWPVDW
PSEVTRFFMWGZRSLDVXVWACEJQWANLFDKEFOUCBKXTISUQRYFUMICSGSHHNMK
RISGOHEFFSGCIQCVIQMGAFSCELXUZZDJXDGVTRVLPTPWAWYEGWSLTMXRRVMK
VYSKBOCSHJTYISLWLRASXIASAFYEBGJJPQAWMEKWSRWANECOKWPKLGZKSGTA
GRRVBKSHZZIYIWGHWJXJTNMVMRTRGLWVCOMUICXJUVGLTBQBMADEPWAVXUTL
PEHABVPVOASTSDWXVZTVTZXZWUVVUDTSYLQWWUHJGFVKMHQRWLDSIAVVTVMW
DWXZMIEPXSCUFWGRRQBLHTSFBUSYKSIYIJBKEATHPIXGNLXFHOCVBHZHWFBG
C
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Cipher 6

HMOPDPZLNVXTGBLZCGMWNKNOKITYUCOHULEAGTFBCLLPLOAKMWEAMWAKDAMT
MGKAOLOFSQPTSOLUTXKLDOUAOLAVPBHMXARGMTPCAQLWATLMMWWOPTGRGTAB
KLEPOHPTOMRDWHGWTHUTNTPGHMTRIMKMOHULOHONHKAPTRGPZLNLTDULWHGC
RNHEBTADKLLPWBTEKASTOMADOLWYIHAVPHMXBIUZPLIOCOKAWHGWDACOFKON
BNNTMTUETDAUADULXANOMWPDDTUANDEOHMTDTWGRTHLMLPNHHMUAFONOPLWD
PCOFTDAPGWMTDAGDIECLLGTCGCOMQSMITDTWGNGNGCQSKANDMTPGCACRPCOH
ULONTXRILGLUAZAKAPDQDWYFZCQAWDMIACMHNGDPOFMTUEONRPMWOUTIOFLG
COXDULWOPCDXONIQMTTDKLOEOMWAACBILOGTOFULWBULGLTCMWAKECAVPHGW
TDMWUALRCADPOFMTCGPHDICGMWOEOFMTCGLNQMGWGTHOUWTMBILKPCMTLOAU
NGNOCONMTHABTDEOAOAXLCDQQSNGTDCKHMNDLNQMGWLDGTMUTSWMRUIOTHAP
GPDIHPPBTDIEMTPKDANHECUCOLDOHAMWWNZLOHULULUWTMQSCYHECBHGXMUL
GLOPDPQHRACGIOMWXTQPPAACDITIOFLGCOKAHMULONGCNOMTAGMTLGQIPHDT
HOAZAGDYDCDOMTPENOGCONDMULKHHPSTGWLTKELKGTRUKCAVACLNWDDIULON
NDCOFSGNEFAKXARGCLNOMHNGNDMTAZPCDILMHUGCQFDTEFKPOFMWOEEATDUA
ONKBDAGCDPOFDWADMWDAMTUZHMLMCGSMGLGPMTGTRUDTDRAHTLFKCAAPWMOM
ULUHXOBAAGKMDPOFTWKPLIQPMGWNOMRTSQFGAZPKKLKPPETHGWMTPANOXDNO
CUCUKLOHULLCHOTPNLIBGNLTCOBAADCOXTQSCYNOUCOHHUPKQILOAUULWHRU
UAGTDITRKETVULFIADAUULMGWNBAQMKCAHDWUCKPOMHUCGDOMTTDHMUIDIKL
PTTKNUCGDAGMDPPBADULTWOCTHCFNFMWSOPDHNPCOGBIPOCOSTBIAOGDMTLU
COBAAGBMSQKAOMTLMHUHRUDTFPLGDTMWMSULGPGLZCHAHQMWRULGPLPHAKET
STVHZCGNKETHOCDCBITWGRTHLMTCKAFNANICCOTWRYNAMSLGTDCUNOPEACTN
ONIKCVMTCOKLDNGLMTTDPOTSAKSQMHCMMHNGUHRUHDAKOLRGKLIOAZCGDPMW
IDPHZUTHIFPADCOFQSOYGCWBPHZUTHFIPDUALVIMMTUKLWATWLPDKPXTOPQM
OMGPOMNFMWIMPKAPLXMWEKDPAVEHRMLOUCKAYAPLMHGWECMTQNTRWNDOMTNO
GTRUCVBOCGLMAKDNLBLGRDDIMWCEQMGOCKIKMWOUADEDPKULAHLGCOFBDTOF
MWRKNGGCHAPKDPOFBIPOAVAPDQDINATDLMPDUILMOPUAOLDQBIPEGTABPSMT
ULLBPTOLOFEAADULDQBIPECTPUOCOFACXFNRGNOMULKPDOHAPCAVPBATZUXT
DQBIPGPDMIOGMWRULGDCEPDAMTLKCEDEOFEIDOMHGWULLBCOFBKLDNGLHMGP
AVCHSQQSAZEAPTUCXDGTLMMWRULGBIGTABLGXNTEGLGNHDCGDAGWAUMHGWXN
HGKATDTLGLXNTKNXGTFGNRRITDNAAREFHMSQTLCBLCDIIOPAZLANUCANUCDA
KLXDULGLFWGTKPOPHMMWOECNARGWLGNGMTTDDNRASQBVNXULAVHVUENGAUNW
HUUCOHNGCOBTPAPBDTXMULGLGNRIUEKUDQKPQPPKTRHEFOIOPTMDNOTHUMHP
AHTHBPTDLUGTOLHAPCDIULEKPKKPDITLDARCNFLBMWBACZRNHEFDUKLCOFUL
BOTDULOLXRTSTLQHGWMTAKAONOWACGAKFVMTCUPDUAOGCXOCVMPKGNCOTDWU
TYUCOHNGDPTSTWKPLISQWMZLORNGKALVIMULDPDOHDADTRTNDCDRRUWTAPMT
SQQHQSDTMHNGRNOGMDNOGNOICOSTRNBTLZZCDAARGDGTMUSQFQLTUIBVAUGC
ODMTCOBUHQMWDNOLAVACAVPRLOSBDAWUMTLGDNOWAOWTXDADULTCQSFPTRQY
GUOCOFISZUXAIMBNADBLHKSHKOCZLTFGPORIAUIDLNSIMIGLKPDPOFULKLOE
WYTGMHGWKPZLOLAHAZIDGLKCOVWHGWIKDALMCLUAWBCOBXLGKPQPULGLGPUH
RUMDMWXDULTY
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